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- awsaduanuiiveesdyyiu AdensewinsgudndniuseAudminld
yhawulags 30 Mbps

- annsafeusieszuu LAN neluaiaisdae Gigabit Ethernet fenasgud
oufinmes dnaulsyiudsaudwinenlvg uarigudaonfiuaeidises
Jainszeasld

- qﬂnsﬂhﬂ?aﬂhaﬁamsﬁy'q Hardware ua Software a¢fpiannsnsasdunsald
dtinaudseiudsnaiianulseasdasvauiuasunnudlumsivdsdeya Tay
FdninanuuseRudinulifoudoarldsnslunisiudsuulas Hardware uay
Software uammLﬁsﬂ'wLﬁwﬁaé’fymﬁmﬂamﬁamaﬂuﬁ'zummammL%’Jv?imwhﬁv'u

anaudRvesszuulaseing (Backbone) vesliuins

- weluladfilderdendudedyyinsruufinea wu SDH w3 ATM %58 PDH
errindusy Tnsszuuirietneasdessesfumsliuinisvesgunsaiiefetiei
Layer 2 uag Layer 3 1ustiaies

- neluladfldaseadudyguszuu MPLS wiafinin

- Je9sdeansannsofesiedeanssenitalanemaldludnunizues Point to Multi

Point #38 Full Mesh 161
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- rasmasdesfisvuuindiduaruddyuesteyaluiniedis (QOS : Quality
of Services) iielitayanneg AldluieSetievesdninnuussiudsauannse
Sudslayalaognediussdniam

- adediszuunenianesiiannnguaniunuieesiissiuania 1 Mbps-20
Mbps #30g4ni1 fiannsansavasuangunsal NTU Aumsigunsal NTU
Yarennalae Network Operation Center 1o sufEnnsansIndeunaeai
rstilundufuasiidmindlduinnsnase 24 $2laslag Network Operation
Center fownagfidunaauasiduguiuimsdinsuvubasa

- lulasetne Backbone) vosiliuimanzsadilasairedsedlunsiifidumandn
Fodoauuusalusi® Automatic Tasfawhlvszuunuwssdiinnulsyiudinuld
nuldun@

122, swandanuauTRTruutesdygadeansifoins
c‘iflﬁt.ﬂﬁ%ﬁaalﬂuﬁﬁﬁLﬁuﬂws%’mmswuﬁmﬁ’mmmﬁams TneszuuiaTetnedeasusy
sy Adnuerseuiiuadetiouuy MPLS viaiflsuwiwviednin ensmsdenlusqud
reufaefvomtheruresdineuUssuden mnszuutesdyyndeasidavndeda
domilinde izu*uLﬂ%@ﬂi1ﬂﬁamsﬁlzﬁaqam1'5a‘d%"uLﬂéﬂulﬂghimé’zyigmﬁams%miaqma
willalnsaluli

syuutodgyad sansfiaustzdesanunsaliauldnasanaliuy Active/Active
dmivrdaarrninvestosdygindsarsisenistigldigvinsiiessiauen
winzaulnefidaseanwuuliiinanmiisasusey (Round Trip Delay) Iﬂﬂ'l%ﬁﬁa ping test 7
guindaya 100 500 uaz 1000 Bytes 1nguUnsalunduniaaietis (Router) nan
dunans (Central Node) Tufsgunsalfunuduniaaiatis (Router) sediudawin (Province
Node) vi3elufitmensednuiiszazinamineasuseuliin 200 fadiund Wudnnwegieley

Yovaz 95 vessununfiivaaey

szwﬁmé’mzymﬁamiﬁLaua%ﬁaqzi‘ﬂmam]’alﬁﬁaﬂndﬂuﬁasﬂalﬂﬁ

sruutesdnygudeansuuy Active/Active idisufivenasguiaauiamed dninau
Useiudsns (@inaulng uunyd) wasgudasuianesdrsosdmingzyey wsoudende
FruauEatldnnmainssisdeshitesniseandeslunmanunnit 2 Tnvanedyaod
Wdeusoszniraaiotie (Backbone) ‘umé‘lﬁﬁmsmﬁaqﬂniaiLﬂ%@ﬂiwﬁaawsﬁmmsqué
Aaufmed dninnuussiudny @ninaoulvg yunyl) wazgudasuiiimeidisesimin
voptazdpauaedyanniniige wu aedygre Fiber Optic visefisuwimieandy
Hudu uaresdosinseanedyainsiulasadng (Backbone) vesflivinseteies 2 e
Aedudunmsdisesseninetulunsdfdunisladunani afedades lnsasdyga

fandmiideuseindigunsaiieietdeants axfedhifunumnnsiauaedaiu uasii
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12.3.

12.4.

2 dumazAeliiiinisld Node vaupiatnesiuiuuasiimeinnuludnumey Active/Active
figunsalfumidumaedetns (Router) uazavdemiaildnumasanan
Fliigagdesinmadoudegunsaifumiduniundedte (Router) flenarsgud
peuRuAes dinauseiudeau @dnoulvg wunud) wazgunsalfumidumanietie
(Router) 7iqudpauinesdrsosdmiaszoes Wrfugunsniinietns DWDM (Dens
Wavelength Division Multiplexing : DWDM) szuinseudneuiaimesuinuazaudneuiinines
drsodlnedliigrasoninisdamfangunsaluseneusinag Asndulumsldon wevns
Weousesening 2 mheny Merldseveiiidiies
Tunsdifidinnuuseiudiausanliudnsuonaniuiinun1sAinuensensIwussy gy
nseendinssAms uusay msseniivssansduanimaendy viefanssudu flid
wrenhmsdendetesdyyndoasnuimsdamaunsalieietsieansltanunsalinu
svuu Online 1 LiiiuTaz 3 fanssu derlddevesdividies
swazduavaansideuseiitesesiumheliuinsiadouiivesdninanuseiudny
nsd eureiitoseafumizsliuinisiad suilwesdinauuseiudean fliidrazdes

L a

Janssugunsaluazaradyyin @ErsndudesiiRuidiy) esesSunislgdauannnuie
Tunisiad sufivesdinaulseiudan dusunnmiisanuresdinanudssiudeay
aa v a p? @ 1Y oo " v s ' v a a o
Ainslfusnistilullagiu wazavspdiduiulivesnia 25 unsliiusnng Taendrinau
Uszrudenuaiunsoudula suantuiiliusngg o et luldaudunidasaud iuinsi
wnzauaANFeIns uavazudslrdmsusrmineunisduiumadunm 15 fu
¥i1n1s Famdaelvusnisiad eufidananazdesiaunn Bandwidth lidaenin 1 Mbps
Tneiidodyandidoudet annsaiinsfousonunistosdtygnuuy MPLS v3alfiguwh
G- 1
WBANIN

{l¥ignazdinadamn 3G/4G/5G Data Sim uazdipauiuuy Data Sim Wilumaluladangn
Slafnslwusns Tnedaafuwuy Unlimited Data Package (Sim seafumslfaunield

{ P o 1% i . s &
Joulafe MM 36/4G6/56 awnsalfiudeyalafivutn 30 Gigabytes weINUUANAIA
Trusaiiswsanausianas) $1uU 290 Sim LBTRITUNMSITIUIINANEUBNNUIEI
[) as vV a 4‘ el' 0 & (YY) v o 1 3 [~ Ve, o 1 /1
dwmdumsinusnisiedsunvesdrninaulseiudnu Ima@‘l‘wm%maaLﬂugsuwmaum'buma
edounnmsidau Sim dnarnasnenyuedyn e
seavduarasnsideuneiniotisdoansteyaionlomiinunasy
a s a 1Y L Y ' @ 1 - 1 d

ﬂsiﬁwmﬂ,mm‘%amaaami‘uau”a‘luiﬂsqms{iLﬁaI‘musaunum‘%amaaamsmayjaw‘uau‘[m

Wias91un1Ag (Government Information Network : GIN) sﬂﬁ%wsﬁmﬁuﬁumiﬂ%’uLwia

syuursatelvannsadeulsasldusiuiuldaumindesnisvasdriinnulsenudiny
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sauwavaslasInsiidsruueietisdearsieya tauinsaudseiudens Wi 10 ve4 43
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12.5. MwazdaveIn1siourainietny Intemet WUUBIANT $1UIU 5 2983

Aliiwnasdenfeudainiovindumesiln $1usu 2 2993 (Active/Standby) fionAns
Audraufiames dinaudseiudenudwinnulvg vunnvesdesdygyia (Bandwidth)
Tumsidoureduimesiinnigluuszing (Domestic) ldpsnin 800 Mbps wavivuinues
Feadgyaal (Bandwidth) lunsideusadumesiinsiaseina (International) laitiesndn
400 Mops #1lAsstne Fiber Optic Adnemenniuuaziivuinsituasauandumeands
dinaudseiudean Wi lfidresdosdqunsaifunndumaeietie (Router) S1udu
2 wi Welilunsiendenietisdumesidais 2 2095 Tagunsaifenannezdedvun
FiemasdonsiFau

Flid1azdead suseinfevreduned il $1uau 2 1995 (Active/Standby)

A o o L g 1 L4 . { 1
Peudroufinnesdises @mminsrues) dvurnvestesdyyra (Bandwidth) lunsiesse

Sumesidnnisluussina (Domestic) lldasnin 600 Mbps warilvuingodeygiu
(Bandwidth) Tun1sid suseduimesidnd1eUseina (International) lifeenin 300 Mbps
rulmsetne Fiber Optic Aidnsnienmiulasiuuinsifuansauazidunie indednina
Useifudeay hailgliignasdeadgunsalfunidunianieis (Router) $1uau 2 wiide
delilunsdoudeirietiedumedidar 2 2993 lasgunsaifenanesdesivuaiifivane
son1sldau

Fl¥iiesfeud euseinsetredumesida 1w 1 s fiormsaudaenianes
dinaulseiuderudrinanulvg (hesudmsmsamu) dvunnvesdesdyg e (Bandwidth)
lums@oudedumesiinneluussine (Domestic) litioanda 100 Mbps uazlivuinves
osdayaynns (Bandwidth) lunisideusiedumesidasireUszing (international) hidesnd
100 Mbps #1ulasawie Fiber Optic andsdrinauuseiudeny wadgidrezsealigunsal
AuwidunaeSevis (Router) 911U 1 e

Aliignezdasrenny IPvd, IPv6, AS63972 (w¥ousvasmneiay AS Number i
dwdulfnuigudasuiameidises Fminseees) vesdninaudseiudenu laun
103.55.59.59x/24, 2001:df3:ac0 0 ::/48 warazdendudaniiuns uagdrszalidnesine
\itoreangnsduaundnuas APNIC w¥ousiasiaany Domain Name : SSO.GO.TH Uazsioangy
msiuaundn waz/vie nsinvmedou RADB Maintainer Object Tugtudeyauas RADB
(www.radb.net) I fudinaulsefudsan naonengvesdgygynei Tasgludidoniu

BEuRaaUAltINawarN 1A IUNTTIINLALDY
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cﬂﬁv&wwaﬂﬁu%ms DNS %19 Reverse DNS Zone @1%5U Public IP Address 489
dtinusziudeny wieuiadugiuiaveuguanisifivinudeyassasreuianesves
Anaulsziuderalildtesnia 90 u sudeulvues wsuaenisnsevidaiedfiu

ABLAILADS W.A. 2550 way W.A. 2560
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frragdesdalaiisruusenuanunsallfanuuy Online uazdinnuuseiudenn
ansnsanaeuyTinumsiiiucasioans (Traffic) Iilewiu Web Browser v3aifisuii
WofnIMaenITevIaNVEIRY YD
12.6. swazduavatsruuUimsiariivauUaenduvasszuuiesedne
12.6.1. §lidnazdsesnuuuliszuuindetedoansiinimsiunge Tnednsdieswinay
2ENLUUTTLUSAMSTEUUAS e Wilmmannsalunissnwanusiuag (Security)
gaarioelin szuumsianmsiaietisazdesaunsamuauldandiuna
12.6.2. §iAdadodiinszduaresnuuuliiaiedwaunsadnnmsmunuldaindiunai

Tneilszuuuinsdnnisiaiotns WAN uaz LAN Srusueglies 1 9o uaglviudnua

uuae LED w1 55 i $1uauegreties 5 98 wuuwenidunegiineviesedmin

ieidugaiihsyTadeuste (Monitoring) vimsdamainietreveadmihiidiinny

Useiudany Tasszuuuinisdnnisiaions WAN way LAN nndiiauadeadl

Avannsoal

- Network Alert Monitoring ¥l i g aniuzvesszuuiadev1ed oans
LaEATINARUATIUNNIBITBITEUUIAS e e ABANS

- Network Configuration Management ymriidanas Configuration Parameter
vosgunsaiipiornedems Fosanunsatlosfudildldfueyymundsunanie
9 Configuration 1%

- Network Performance Management yhminfiasagnisldauvesdosdyao
ansaiesziUsunumsldnuveesdyy e nuuzauUstanYastoya Wy
Application way Protocol wag Host IP Address Weldlunsnndununsvensuuna
dosdyaadluounnn

12.6.3. szuuesetseansiiausardesannsamununshaldandunan Tagananse

AIQNTVINNUY warinseidgyuetgunsailnietnsdeansanssuuuimsdants

\3ete WAN uae LAN fidhunandls flauesiadeshnistngsinmssuuieiens

Fomsnudedmunlute 12.10 vesdormunvedasinis

12.6.4. qUnsaim%‘mhﬂﬁ'amme’faa:ﬁ'mmmmiﬂLLﬁsW%@ﬁf%U%’uﬁam Parameter
vosgunsalvanfuldinanildluguuuuiimedninaudseiudandesnistinums

STUUURMIIANsIATetne WAN uay LAN fidaunans nefidesdadminilidunasly

Vsudsuiivanemadlefinishiadegunsniiniededeansiaouds sruunazgunsol

FomdaufiarUsumsaniimuiuaiouazanssaug naviauiia Tnomsuiui
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A1 Parameter visaLUdsu Software Parameter maa’qﬂﬂ‘sm
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12.6.5. STUVUSMISTANITIATYIE WAN wag LAN agAesiin1insi9deu User ID uaz
Password uasfmunveuwammaBnsavesiandundanssruuiaietiedeans
uazUFudsumsderesgunsalinietiedeans

12.6.6. fliagsodlsyuuuinsdaniaiaieis WAN uas LAN Fannsaldanldazan
finuanunsalunisndaiug lWuuy Graphical User Interface (GUI) uazuans
gunsalindetsdeansiignuivnsdnms (Network View) Tusumisiiaenndouay
ALAINABNITUIMISIANTT

12.7. swasiduanunmMnsiiuinis (Quality of Service) yesszuuIATotedeans
svuueIatedeansiivsemeduiudedddosdygraninusigslunssesiunis
yhowluewmaniaiivinuteyaiintu Jlfisidesesnuuuszuulfaunsatmunaunin
nslusmslided]

12.7.1. asauenuezeiavesteya wasdayadignuonuezavdesamisanmuadify
ANNdATY AUsEaneeen1slgan wu SNA (Telnet), Telnet, File Transfer, WWW,
VolIP

< 1 2/ @ o

12.7.2. sruuipsetIsdasannsndnsvurudfyvesiindeyaldegutios 3 svou

{ o o

12.7.3. lunsdifivesdyarnianududs gunsalssuunietiedesfiauaunsaluniséa

@«

v
o w 2/ a

Foyafitmwddgydesiialy WendnidssnsdesanluviliAnanudufwesdeya
iy
12.8. MIIUELATININGEAY 1P
J IR B LNUNITIIMIN LAY IP vosgunsaiinioviwdearsvecdineuy
Useiudeny mslussuueietiedoms Wannsavhous il
129. wanduadayaszuuiedetisdeans
12.9.1. gunsaldunan
gunsalinfetnedomsudniidaunan agiiqudasuiames drinnudsyiudey
(@ineniung uunyd) wazqudasuiamesdisesteninazees nsfiderimua
ool
- findalu Rack 2unmnasg1u 19 &7 Admuslude 12.22 wieuszuu UPS flannsn
Tenszualwliiieme
- amnsadeusieu Server, Mainframe fldeglutlogtuls
- sﬂﬁwﬁawﬁmiL"iilawfaei’zgzywmlﬂé’qqﬂnmim%‘miwﬁ"amwé’ndauﬂma
aviFeudesdygaludgunsaliefotnedeansioyaseiuimin gunsalirierie

o ' o ' Y )
doansfidiunans fnmsdeudedlFrulussiuimiariumsansdygumiudgs

Wy Fiber Optic w3 alfisuwim3efnda iR o eusiaidlaseuie (Backbone)
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yauluinis Tnedligdesinmsidendedesdygrudrivgunsalinietiedeans
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fdunanuaziBouvedyyuludgunsaiiniotnsdeasseiudmin

12.9.2. gunsolinIevnedeanssvaudavin

gunsaldmiuideudedifruseiudmin luwdazdminiinsdeudefiugunsel
sedudrunasrulasdie (Backbone) vaedwuinis fwaruEinwilannms
a ¢ g [ 1 do o v o [ o 1 (1
nsgsiudeilivesnitifmualunanuing 2 giiiddesihmsiteusegunsel

<A 1

wietefoansludssuu LAN veadnine o amuﬁam&gaﬁ?uq
- fadalu Rack vu1mnasg1u 19 42 svuslude 12.22 wieuszuy UPS fiannsa
denseudllaineane
- Q‘lﬁméfaw‘hmsL%"awiaﬁaaé’zgzym%wﬁ’uqﬂﬂiﬂhﬂ%mhaﬁamsszﬁ’uﬁ’wi’mu,az
L%auﬁaqé’zgiywmiﬂﬁaqﬂnsﬂim%aﬂhﬂ?iaa'ﬁdauﬂa'm wazvhmsvageunsideude
- qﬂﬂim"lmwiazmhﬂmuﬁmsL%amxwmé’am?mhaﬁdauﬂmﬂmmﬂﬁwwxé’aa
fvuan Parameter vesgunsaiieietnedoanslinisaeendldausyuu Online
Wuausavhauduldanuun
_ PC LAN Workstation vaed@1ineudsyiudean amnsaidoudu Mainframe
waz/v3e Server vasdinnuussiudaule
- pC woambsliusnisied suiiawnsad eusedu Mainframe wav/m3e Server
vasdinauysyiudnuld
12.9.3. szuulwih
Fignasdesdiszuulniiily Rack v3e Tower uagszuuliihdiseadaussuy
Yosfuszaulnidaun® (UPS) e‘i'm%"uq'dﬂst;ﬁm?aﬁ’m?ilamsﬁé‘lﬁlﬁwamcs“my’mafmn
sruulwiiildfuresgunsaireuRanesiiuresdiinnulssiudsau laodead
Breaker uarauiu uavazdosdiszuuliidisosunn 3 kvA fidsesliililites
11 5 it wazdeadiluusesnuainnisvhauanussngudagunsaissuulnih
drseetiusne TnofisweziBundell
- \Huesesdneidtinisediemnalitesnit 3 kVA (2100 W)
_ Input Voltage lsitioeindn 220+/-25% 195 - 245 Vac vi3edinin
_ Output Voltage lalannnin 220+/-5% 215 - 225 Vac v3ednin
- aunsodisaslniiifl Full Load elivfeundn 5 undl
12.9.4. Ansidoasefy Server waz/w3e Mainframe voswthsaumdn Tudrinanudseiuden
{ikdnasiesimsifaude Server uaz/via Mainframe vowmhsuminly
Fnnulsyiudsmudiiusuuadettedeansdaunans Tagligldnudidesy i
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- anuiiAndegunsal Femireau mneiavlnsdwifiase
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- MeazBuamsieusoluusaran g mudgesdynyiu
- %’ayjamaa Configuration Parameter visneia® IP ﬂaﬂqﬂniiﬁ uag Port 199
dmsugudoyairiodiofigniosauysel sxdesdweuliiudninnuussiudenn
mevdsonldasafumuaifnussuueieredeasiszuy
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Tuseudnanisldauszuuiaf e eans mindliigwinlvgunsaliad os
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anuiiviedladiunisreseinstisadone Jliigrazdeuilvliulimie
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e Sauiinsesginisiieussuueseigluguiuuiiiani Nezdwat
ANdsiBTEUUUBIY

- sreunIsildsuressruuiargunsaliaietie Wudeyamsiufisuulasves
vuntesdyn Configuration Parameter wu1eLav 1P way Port A19¢
vasgUnIniinIatiy

12.10.5. A139RDIANIHAZYARINTINEUTMTTZUULATOUY
- fidmidf danssruuiaietivdeans egradey 2 au FalluaudRniy
{ s e ¥ i o A ° LY L2 s L@
swazdualunanuini 1 wfoduimussdndinaudseiudeeluiuas
a v v oo v o v da ¢ A
na1sems leefiimihdansussauuiletatadasiinangunsaliasetiy
o o Y v o v a
#oans uway/vse desdygru ivihauldamuuni
Y v oo | % Y
- fidwihddamsszuuesetisdeans wiaumnaaulnsiny way/mievmansias
A o s L% a a 1 ¥ v @/ 2/ i llz )
Tnsansidinanudseiudsruansadaseudededadesddussuuiniodnelanus
1781 08.30 - 18.30 . VBWNTU
Y v ol ° o 1 & & 1l o
- fidmihfAdeuueniizeine wiedisuargunsaiiaietieniuviseylnafidign
& a °

' = v o v Y val 'Y . ] o 'Y
unwses Fafliddednliilauduinisunzeinum (Service Center) siadania

agatien 10 s nszarvegnnalaavelseing laefsessyaniufisves

Y
1 9

Audiu3nssnan wiewisededmihiuasmneiauinsdwiiivihaudniney
Usefudepuanunsofnnenazasivaouls lassosddinnenssuniingaiv
Aa1sauazasiaasunielu 60 TuduainTuasualudygr waznininig
::4' o9 ¢ a o a ¢ o [ R
WisuuUasaanuidwesruduinisvienfsuguduinmsieadadinasnssums
psavsuRnsaRsaeuLar liauwiureunean 15 Ju
12.10.6. AMsAIuNISUIMITEULIATRYLEDAN5DU
_ davidauuzinlunsnunumsvenesruunistisdeaisliiinnnuigeu
d o & o a X v i o & YY) 2 Y 1
WesaFuUSuuNURfNRY (§78) suiimsddinanudsziudinusoensonm
U 2/ 1 ) /s d QI 4;’ v =l
Uszanunisanldateesdosdygraiiiadu (@1d)
v 8 v ' v 1 ° .. Vo v v o
- {alvfinnsnevenmudsewinenisihau (On the Job Training) Tfuimiing
o a L2 /s A o o .2 Qs 2/
dtnaulseruday aufdinaulseiudiauiain1snaonssaziianved
dayeun
- flidhagdonihmsuiudprmisniiee fvesgunsalieSethefieans Router w3e
. % ° i u ¢ a a1 o ' o v a, dd
Swiich TanansavihausiudugunsalieSetnefioansuosmisanudus (n3) ynil
anusndusrdeadeudetugunsaliniednsdearsvesdninauysviudan
o °o @ o @ 1Y 2 v g vd v v oo v oa
aufimedinauysefudsaudewe TnoflidrazdesdalviidmihilAifeme

sonsaniiunisianar wasltalualddevoslnaies
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12.11.

12.12.

12.13.

JimsaliFadnsnezysuruadedygravemnmiisalunumaniaiuini 2
AINALMINT ALY RIS MIUTBILA A e91u ne Wi ABesudunisusurun

dosdyanailval muaudsinisvesdigmnasafigiuduagglidrdesiiiunsiium

a 1%

[ @ (Y] v A Ve 1% PN 0 a °
w@ianielu 15 Buin) Yu Yuantuiildsuuds mndlialdaudunisateluimvun

[
a v =l 3 v ]

svaznaiissyll fuhaziiedniddevesnsudgunsaiidemeuazasauiiumsaudennas

u
[%

A L2 o L4 o ) o/ A 1] 1 1 U
LN ﬂ’)ﬂUQﬂﬂiiﬁLaﬁmWEJ mﬁmwawmmsﬂiwmmmaiytymm W lv vuaY BRGNS
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Tasrmazwihfusundesdygaiidimusiulasins
seazidunveinsifouseinietny Intemet LUy Free Wif
flidnavdasdl Internet wuy Public Free Wifi Seoaezifussuuifivafvitiiuimslu
Snwasanssavetuda Weliuimautunedn gnin wesdussiunuiundaseuarlduinig
FdnnuuseRudenuiausyng sy 152 miweu Tasvhnnsdndsgunsalnszane
Syaanuuliane (Wireless Access Point) auswasidealuneuwand 2 eazdoauen
nsldesdyanaaIevisaInsEuLIATeTIs WAN wagseuulAsatny Intemet LUUBIANST
fansagifuesiin Taemnusuiinveulunisfinds nsdan13seuy Authentication ms
fafiutoyasasaosiumesiilidesnin 90 fu mudevluves wsurdsnsnszviin
Aefupenfames w.e. 2550 way w.A. 2560 N15UIAsUazN1IRBUAN IR lFUINNS
Public Free Wifi ixlUfeidseiifiatuannisindauasnstiges¥nmsuy Public Free
wifi Wifedualdansvesdviiusieshoiion Q’L‘&WLﬂuLﬁaQLﬁﬂmaaﬁuﬁLviwﬁu VoK
WrdewihesadAnisldaues Publice Free Wifi UszneumsvalinRuAgmnen
gunsnifumdumaedotie (Routen) dwiugudneniameivinuagudnouiainesdise
§1unu 4 1des SsinauantRethelien Weuwh videdind il
12.13.1. see3usuaumsasne Tunnel Tlsisndn 3,000 Tunnel
12.13.2. qﬂnifﬁimé’ummL%’Jmsﬁamia IPSEC Throughput lsidn3n 3 Gbps (IMIX)
Aggregate Throughput (AES-256) W3ou License n15l4a1uag 2 Gbps Aggregate
12.13.3. fiwesa 10GE (SFP+) srurulidesndn 2 ¥os uagwesn 1GE (SFP) #so 1GE
(RI-45) Snunnlaifosnin 6 e lunsdifigunsaifliaueiineinliiifameannsa
wogUnsalifinduiisasounquuasifisawodanisyhanld
12.13.4. wisuaueluga Transceiver ﬁﬂmauﬂ’ﬁashaﬁaaﬁwialﬂﬁ
- Tugauuy 10GBASE-SR wiaifisuiin Srunuethedes 2 i
- Tugauuy 1000BASE-SX vi3arfisunin Sruiuethales 2 wie
- Tugauuy 1000BASE-T wiaiisuwin Sruiusthales 4 mine

12.13.5. sasfunsldanulugamgll 0 - 40 s ivalbes

gauwmvsnulasinsldszuuedetedeansieya ileuinsnudseiudeny v 18 ve1 43
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12.13.6. $945UN15Y11 Segmentation %38 VRF Segmentation #laishngn 64 Segment
Tunsdifigunsnifiausliannsasesiunmehaudnanlfifisameansaaue
gunsalifiuiAuiielvinseunquuazifanesanisvinaulé

12.13.7. 5833Un"15%1 Forward Error Correction (FEC) 191

12.13.8. @w1savin VLAN ¢t

12.13.9. @wnsavi Load Balance Traffic Msidause WAN 16
12.13.10. s0e§UsuIu Route a8tion 400,000 routes lunsiifigunsaliiauslsianunsn
sesfumshaufinanlfifsmeanninausgunsalifuduiielinseurquuay
Weswosan1svinule
12.13.11. maideusasgwinsgunsal fussuudmsuardamsiadetie WAN uuy Software
Defined Network (SDN/SD-WAN) agsisairsviadioya (Encryption) Aae AES-
256 bit
12.13.12. @w1sevin IP Routing Protocol oA Static, OSPF uaz BGP la
12.13.13. anansafmuaqua wnisiiusnisauaasgu Shaping ie Rate-Limit,
Policing wag DSCP Tailusenatios
12.13.14. @nsavh Network Address Translation (NAT) 141
12.13.15. 589NN QoS Wa Shaping #38 Rate-Limit, Policing, Classification %38
Traffic Class wag Scheduling uden1nuAYa Traffic 61199 WU Source,
Destination, DSCP, Port, Application
12.13.16. $995UN15%1 Per-Tunnel-QoS %3e Overlay QoS %38 QoS lu Tunnel Ay
Bandwidth ifwusilel
12.13.17. 58295UN15Y11 Multicast uu Overlay SD-WAN Fabric wuu Auto-RP, Static RP
\Jusdatles
12.13.18. aunsal¥auiu SD-WAN Controller Ififusghed deadundndasifiogneld
13 ssmnensifeatuiussuuuimsinnisia3edis WAN wuu Software
Defined Network (SDN/SD-WAN)
12.14. gunsaldmsuszuuuInsinnisiaiesis WAN wuu Software Defined Network (SDN)
$1unu 1 szuu SefipuaniRedader Wisuwh wiefind il
12.14.1. galdsunsuuimsTanisiaTeYne WAN wuu Software Defined Network (SDN)
U 1 99
- 53UV SD-WAN azaunsaldausiuiu Transport Link lewainvaneidu MPLS

#39 Internet %38 Broadband #3® Lease Line

vauwarssnulasimsilfsruuiaietiedearsdoya tauimsyuussiuden v 19 ¥4 43
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- annsnadrandatieiaiion e Overlay Network Wasseiudulasstneld
Wa1NMaeFULUL WU Hub-Spoke, Full Mesh %38 Custom Partial Mesh w39
Branch to Branch VPN ¢

~ 5%V SD-WAN 1zéfasil Control Plane uag Data Plane flugnosnanniiu

- 53UV SD-WAN 9zfesiinisauauuuusingud dwmiuaunugunsal Router

Y19UR

- gUnsal Controller ¥845¥UY sesfumsindaléie Cloud uag On-Premise

- wingunsal Controller liamnsadeusiolsl wiedades nisliuinas Traffic Data
Planeagfpsanunsavinuldotaung

- @1150@379 SD-WAN Fabric IPSec tunneling #5® IPSec data plane w38 VPN
Network l@ioeing Automatic

- 5895UN1s Configuration wuu Template wara 150U ULUE udn
Configuration
Wndsaruans qunsal

- @1505095UNSY High Availability Tuguvas Control Plane

- $895UN19VINUKUY Zero Touch Provisioning (ZTP)

- 5995UN1391 Link Load Balance %38 Steering wuu Per Session (Equal Cost
Multi-Path) 1138 Per Packet Load Balancing %38 Per Packet steering &

- @11505893UA15YI1 Segmentation WUU VRF ldagaiias 64 Segment #39

= 1 lﬁl Q‘ L. I v 1 - i
WBUWBIRLAMUURBAA sﬂunﬁawaga'lul,maz‘numm Traffic wazluusay

Segmentation 9¥#04iin13¥i1 Topology ‘lunstﬁﬁqﬂﬂizﬁﬁLauahjmmmsm%’u
nsvugandldifsaneanansniauagunseiiniudielinsevaquuay
Weawaron1svinaule

- @unsavi Policy Application Routing 38 Application-Aware Routing %38
Business Policy iiaiden Link fiagds Traffic luusiaz Application ¢ 1ag
ansnsaidenivun Policy usnsnsfuluusiag Segment

_ @u130%1 QoS Amun Class #1199 vadusag Traffic Type \e¥in1s Guarantee
Bandwidth 28susiay Application ¥38 Class 1

- gunsevin Traffic Shaping uag Policing &

_ msideudesyming Router uag Router sxdaaiunisvh IPSec Tunnels #ifins
encryption 1JulwUU AES-256 waziinng IPSec Rekey LﬁaLﬁu Security 1849
IPSec

_ 5945uUn15¥1 Dynamic Routing 1% OSPF, BGP liilustheley

- au1509935UN15n Application Visibility ¥38 Match Application uag Control
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Iretiaae 1,400 Application Fuly

- s995un13¥Pns Traffic Miduuuy Dynamic Multi-path ﬁat.ﬁaqmmwmaq
Transport Link 1@ Packet Loss, Delay 30 Jitter flandinas sTuLITFBsENge
As1aduLaTdAnTs Traffic W4 Transport Link 89 fidAAmAWIBS Link i

fnle visluduves Traffic iavun waz Traffic Tuwdae Application

- @unsavihng Switchover 16

- @111905895UN15V1 Split Tunneling w5® Policy Splits the Traffic N30
Business Policy 984 Internet Traffic %39 type Internet

_ i Dashboard lun1spnwssmesgunsal SD-WAN Vaszuu 19y Device Health
Status 38 Edge Status, Tunnel Status %3® Link Status, Top Application Wu
RANGE

- fsyuv Analytics Frelunsaguaiasineg wu Top Application, Application
QoE score %38 Quality of Experience (QoE) o dustinatios

- 5835Un19Y1 Forward Error Correction (FEC)

- 5995V Role Based Access Control (RBAC) v3® Privilege Levels lumsuuingu
rauangunsal Controller

- 599§Un"3 Authentication Tudnwaugwes Single Signed on (SS0) 161

_ 5895V REST API 1138 Request AP| Permission 1aviin1s Integration fusEuy

<

Bu

=l

_ fiflariduluns Config gunsal SD-WAN fisesfulunisyih Web URL Filtering

$1uunAY Web Categories lunsdifigunsaifiiausliianunsasosiumsviniu
sananildanansaauegunsaliisnfuie livhanle

- fiflariiiluns Config guUnsal SD-WAN fisas3ulumsvin1sasiaaeu Malware
Tunsdifigunsaifiausbisninsasesiumsihnudnanifamsaauegunsal
duielivihald

- fflerduluns Config gunsal SD-WAN fisasiulumsriimsnsavasy (PS)
Intrusion Detection / Instruction Prevention System I‘uniiﬁﬁ'q'ﬂmiﬂﬁmua
amnsasesdunshauinanifansoausgunsolfiuduiteliiald

12.14.2. \W3oemouRiumesusivne (Rack Server) dmiuindsyalusunsuuimsdnnis
%0t WAN WuU Software Defined Network (SDN) $1uau 2 1384
- fivaiguszanaranans (CPU) auna 2.2 GHz, 18-cores w3adndn dnnulives

n91 2 vy waviilsanusaiiou (Cache) vualdussnin 24 MB

_ flveAus (Memory) wuU DDR4 #3efnin autnlitesnin 128 GB uae

awnsavenglalitosnin 768 GB
soumvesulasinsiidszuuaderiedeansdoya ieuimanuussiudnn Wi 21 83 43
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- fimhedaiudeyadmivindy OS wie Hypervisor Luu SD wuialivesni
64 GB v3auuu SSD vwmbitiesndt 240 GB Srurusgwiiey 2 wide
- fnthedafudayadmiudaiudeyauuu Solid State Drive (SSD) A3

liasnin 12G wieani1 vumauglifesndt 800 GB Suueg ey 4

78 waryi Hot-Plugeable %58 Hot-Swappable 1ot SResedunisvene
mhodafutoyaasan saulalidesnit 8 miy
- @NI0YNULLL RAID 0, 1, 5, 6 uaz 10 Imdustatiey
_ §iwadn Gigabit Ethernet (1GE) S1uauetiretios 4 wasn uaswesn 10 Gigabit
Fthernet (10G) 37uaupENsDY 2 Wasn
- fines® Management wUU Gigabit Ethernet (RJ-45) %38 USB u50Anin
p81atioy 1 WasH
_ fiwesn USB 3.0 agnation 2 wase, Serial agetios 1 wosn war VGA ag1awioe
1 wose
_ sasdumsiiouds Keyboard, VGA, Mouse iag USB 61un1e KVM Connector
1§arnmasumth (Front Panel) viawausgunsal KVM Switch danfiy
- anansadnluuSsuasdAN SN IPMI2.0, WebGUI %38 HTML5 GUI %38
GUI-Based, SNMP uaz XML APl %38 Redfish APl Isiluatiniay
- ﬁLLMﬁﬁﬁiﬁﬂ1WﬁLﬁuLLUU Redundant way Hot-Swappable %38 Hot-Pluggable
Suaulidesnin 2 wie
- fiaunnlaiifin 1RU wavansnsnfnseus RACK 16
12.14.3. gunsainszedaygnd (Switch) A MSUTTULUIMISIANITIATEUIY WAN LUy
Software Defined Network (SDN) 3717 4 P304
_ 51 Switching Capacity auinlaitiosndn 208 Gbps uagiiuszAvsamlunisseiu
doya Forwarding Rate liitlayndn 154 Mpps
_ flwedm 10/100/1000 wuu RIA5 Slaitiesndn 24 wedn
_ fivineAusmdnuuy DRAM v3e DDR4 vunnlalifesndn 8GB wasmdisaui
WUU Flash %30 SSD %30 Internal Storage aunalitaunin 16GB
_ SiwesndmIusi Stacking ¥3e Virtual Chassis Tnedl Bandwidth saibitesndy
200 Gbps uaganansnyin Stacking leegwles 8 A3
_ spadumsiiiumiaeigindrseauunely fauisonoavasuldluvasrieu
(Hot-Swappable)
 SWeauszuteaaNdpud1sen @ursaneniud suldluvazyanu

(Hot-Swappable)

- advayuiiu MAC Addresses luesnin 29,000 Addresses

gpuwaresulasimadiidsruuesensdeanstoya WeauTNMsulsEiudeay Wi 22 999 43
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- atfuayun13¥iaudy Jumbo Frame fivune Frame lidsdoendn 9,198 Bytes
- aﬂ’uaqwﬁ’wmu IPv4 Routes b ludasnin 32,000 Routes, IPv6 Route 8
lsitforndn 16,000 Routes

- aduayun1svin VRF wide MPLS laiduedwtien

- atfuayun sy IPvd Routing WU Static, OSPF uag BGPvA wie BGP for IPvd
- afuayun1s¥h IPv6 Routing WU Static, OSPFv3 uay BGPv6 w3 BGP for
IPvé
- afuayumsvinuluy Control Plane Policing (CoPP) vioifiuinilateiy
nslanfmheUsvaianananld
- afuayumsidnludansgunsal Téun SSH, SNMP, RMON uay Web-based w5e
WebUI 61
_ amnsafndauy Rack 197 1
12.15. gunsalfuniduniauniedis (Router) dufudinaussiudenunsanmnamuasiud
F¥a a1 uazgudRuyaussanmwauau $1uau 150 i3 0s GaflnuandRogrnies
dieuwh vieRndh il
12.15.1. guUnsalanunsngnAIuANns Configuration Wag Monitor ldannszuuuimsdanis
13918 WAN WUU Software Defined Network (SDN/SD-WAN)
12.15.2. fiwesn WAN pestieslinnin 2 wedn
12.15.3. finesn LAN aghadeslsisinit 8 wedn

12.15.4. i Management Port iflun1si@eusauwuy RI-45 we USB wiaifiauwi

12.15.5. see¥uUsuIun1sasne Tunnel ldlsisndn 200 Tunnels

12.15.6. qUnszﬁsaﬁummL'?’Jmsl,‘?iamia IPSec Throughput l@ldandt 200 Mbps (IMIX)
Aggregate Throughput w38 License nsldaues 20 Mbps Aggregate

12.15.7. sesfumsldaulugamgll 0-40 ssrmiwadod

12.15.8. 5995UN15¥" Segmentation %38 VRF Segmentation 16lais1n31 64 Segment
Tunsdifigunsaifliausliannsasesumevhaudsndnlfifsameaunsaiaue
gunsaliuuielirseurquuaniswaransinnuld

12.15.9. 5845UN5%11 Dynamic Routing 1y OSPF wag BGP

12.15.10. $095Un15¥ Forward Error Correction (FEC) 161

12.15.11. @wsavi VLAN 1 _

12.15.12. @ansavinng Load Balance Traffic n1sideusie WAN 1¢f

12.15.13. nsdeusoszninsgunsaifussuuuimsdanisiaieyis WAN uuu Software

Defined Network (SDN/SD-WAN) %ﬁaui’wsﬁa%aga (Encryption) #1728
AES-256 bit
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12.16.

12.15.14. 5895UN5¥1 QoS M Shaping #3® Rate-Limit, Policing, Classification %38
Traffic Class way Scheduling audafinuaved Traffic #1199 WU Source,
Destination, DSCP, Port, Application

12.15.15. 5895UN19¥1 Multicast uu Overlay SDWAN Fabric wuu Auto-RP %38 Static
RP Wustniiay

12.15.16. gunsaifiausthumsvaaeuFesmaasafomuiasgiu IEC wie EN v3e UL

12.15.17. @wn3avh Zone-Based-Firewall 1¢f lunsdifigunsaifiiausliianunsasesiuns
vhaudfainanldaunsaausgunsaliiaduie el

12.15.18. Seridulunisvin Web URL Filtering S7uunmy Web Categories

12.15.19. Slertulun1snsinaeyu Malware wag Advance Malware Protection 1

12.15.20. finsas19d@au (IPS) Instrution Detection/ Instruction Prevention Defined
Network (SDN) éhidustneit deadundntusifiogninliiedeaananisi
e uAUTEUUUIMISIANISLATEUIE WAN WUy Software Defined Network
(SDN/SD-WAN)

gunsainsyaredyyr (Switch) aua 24 o9 POE dwmsuddnaudsziuden

[ %
(3

mﬁmwmmumﬁ"uﬁ Janda @191 wavAudAuyaussonInALIY 91U 151 13 8

FeflnuantRedralion Weuwih visdn il

12.16.1. fwun Switch Capacity laiffosndn 128 Gbps uagiiuszaviamlumsdaiudeya
Forwarding Rate laitiaendn 95 Mpps

12.16.2. fiwedm 10/100/1000 wuu RIA5 Sruanlitiosndn 24 e Mhaummusnasgu
IEEES02.3af uay IEEE802.3at Tnesesumsinglnlisinir 370 w

12.16.3. flwireanusmdnuuyu DRAM vuabiveandi 4 GB uagnuliganuduwuy Flash
%38 SSD %138 Internal Storage vwnwlitieanin 4 GB

12.16.4. s995UN15¥ Stacking ¥3e Virtual Chassis Iagil Bandwidth litieendn 160 Gbps
Lavanunsavh Stacking éeghetion 8 1nFes

12.16.5. seedunisfiumieinglwdsesuvunely Aauisooeadsuldlusnsin
(Hot-Swappable)

12.16.6. W aauszueaINToud15097 aru1sanonud suldlusmzvinau
(Hot-Swappable)

12.16.7. avfuayus iy MAC Addresses laltioandn 16,000 Addresses

12.16.8. atuayun13vinauiy Jumbo Frame fuunm Frame lalfounin 9,198 Bytes

12.16.9. auayusuau IPvd Routes lalianndn 4,000 Routes, IPv6 Route 1
lalfeundn 2,000 Routes

12.16.10. afuayunsvi VRF wie MPLS Idiluatwiee

seuwavssulasIm s idssuueieriiearsioya theuimsnudseiudan i 24 ves 4
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12.16.11. 89¥UN15%1 IPvd Routing WUV Static, OSPF way Policy Based Routing (PBR) 16t

12.16.12. 589¥uM5%h IPv6 Routing WUU Static waz OSPFV3 16

12.16.13. afuayunmsiNuLuy Control Plane Policing (CoPP) viaifisuminiiedasfiu
nslanfvingUszanananansle

12.16.14. aduayumsdnludanisgunsed ldun SSH, SNMP, RMON uag Web-based %30
WebU!I ¢t

12.16.15. @wnsodameuu Rack 19 ¢

12.17. goWduasTinszinsldaussuunietis WAN $1uau 1 szuu Seilquandiedrnies

{Fieuwh videRndn weil

12.17.1.  1Wusyuu network monitoring Yuti1finsavaeu, Iiased, wanstoya Aler
nngunseliefetneduimarnvaneystianld

1217.2.  favdvdmiviutoyadunifuiuiinuarisedldlisin (Unlimited)

12.17.3.  @N150ATI980UAANUEYNIIUTEIQUNsalR1e 9 WUU Real-Time lngaunse
wanawalugUluunmsaw (Network Summary) wagsieasidealuusiay Node
(Node Details) Idiluatetio

12.17.4. @wnsog History Status vesgunsaifidesnslel lavanusaifengdouvdauiy
Past Hour, Last 24 Hours, Last Month v§ennsanfisesnsisifuetrales

12.17.5.  @115093399d0UL N13VINUTeLgUNIRiA1e o 10 TugUuuunsmiiien
wlade

12176, @wnsoti File uwuit (Map) vi3o Network Diagram ~ #ifiogidngsvuu ieadns
Dunsudild

1217.7.  @ansavhnsuduuse (Customize) Wi web interface THLAAINATIHNUATN 9
AuEeInslel

12178, @unsnfavun Role-based access control wialfisuwia e muadnins
WBau Web interface Ifusiay user w3 user group TWllamusnsafiula
Tawanunsaldausiuiu Active Directory 16l

12.17.9.  annsavianudu Syslog Server wagq Syslog message H1unig Web 1o

12.17.10. @1115990%151897U (Report) w¥oursanunsaufuuss (Customize) 16 uay
swnuedinuauEegey fweluil
- annsnuiunfeu Field wazdinaald
- @w1sa Export File Toglugunuuees HTML, CSV, Excel, CDF wSe PDF
6

- fs1euiiuansaniuztaguu (Current Status) 999 Node uag interface

Ae 9 1ot
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12.17.11. awnsauansdydnvalueudufoufquaszuuiiuntiae GUI wie WebUl 1a
LfiaQﬂﬂszﬁw%aLﬂ%‘laquﬂﬁwtﬁmmmﬁmﬂnaﬁu

12.17.12. aunsouanmadauzilosiures Node wisgunsaifiseamsiSunglel wu 1P
Address, an1uzvegunsal, Usesnvivesgunsal, Average Response Time ED!
Packet Loss Isifuatnevioy

12.17.13. @ansansavdsunsidau Traffic lnsardudoya Flow uugunsaliaietneill

AaudRves NetFlow, -Flow, sFlow uag IPFIX ldilusgwiey

12.17.14. @u1snusvennIsideuniodslasuanisieavidenvas User, Application,
Protocol, Interface, Conversation, Country, Domain Y38 Type of Service
Idustaioy

12.17.15. @wnsag Report Winannuateguuuula Hseluiivioifisuin
- Top Application, Top Conversation %39 Top Endpoint
- Top Traffic Source %38 Top Traffic Destination
- Top Transmitter, Top Receiver

12.17.16. @unsavh Network Traffic Forensic iileTiaszinmsaiiisinnsld bandwidth
TuirSaveRaung

12.17.17. awnsafumgunsallalagly SNMPv1, SNMPv2, SNMPv3, ICMP, CDP, LLDP
w3 WMI 1g1

12.17.18. awsoadn lassadrandeviwgunsal (Network topology) Tusesiu L2 uae L3

\Wenansdelosssningunsel Network 1a

12.17.19. @13130%1 rescan 139 rediscovery 15]
12.17.20. @u150980 Inventory report 13
12.17.21. @w1see8n Endpoint device connection report a
12.17.22. @15030vn1847u04 Switch port uae vian report 16
12.18. szuunsavdufeanmunazinsieideyasiae q vueSetieiindda 9wty 1 syuy Sl
paaURethwley iieuwh viednd dsd
| a ¢ v A 4 oo ¢
12.18.1.  @ansagiedinneideyalussuuiniatiiolnousd mslaunsnaeluesing
¢ d & o Y
waznousnesrnsiugaidsals
12.182.  @wnsasiusilariiaszvinislaufuasnginssuiaunf (Anomaly Behavior)
Mandulusruuasetie Taun seanauluy Zero-day Malware, Advance
Persistent Threats, Command & Control, Data Exfiltration, Reconnaissance

way Distributed Denial of Service (DDos) Iedusenation

12183, syuuTLauadedinistafunarusmssansinedidiuuimadanis/ e

visauiuwh wardwdaiu flows MngunsalssuuAIatevEelfisuwn

seuwavastulasimstilisruueietiedeasioya teuimsnudseiudan Wi 26 Y84 43 A\

A

oz T ) =



12.18.4. auanieudiuusmsdanis/Awmsisidnuwae Virtual appliance Migaifiguvin

12185, Lauandeududafivuaruimsdans Flow ludnweae Virtual appliance #ifl
Fvdndgensfuard i efudayasngunsalane 4 aeluszuuiaieties iy
Tnslarea NetFlow w30 sFlow %38 IPFIX sruiulidosnin 15,400 flows per
second yi3aifisui lunsdifigunsaliilausliannsasssdumsinuinan
Iannsnausgunsalifuduielivhanls

12.186. sesfumsiiin MsuUIMsInnIs Flow/Sensor uasdudvswondwndiiesudoya
ngunsalsing q anglussuuiaIatng

12.187. s0e§unsiiy Flow Sensor u38 signature itesudayadie3s Port Mirror,

Spanw3a Trap udads Flow Tfududieszsiuinsdanis flow 1¢ wiensiadeu

Pattern 281 signature 1¢ lunsdifigunsnifiausliiansasesdumsvhau
fndmldaunsoeuogunsalifiiuitelivhanld

12.188. @1u150m529@0U Netflow 910 VMware environment 1un1sldanu Virtual
switch export wiaiflouwi Iidusgaise lunsdifigunseliliausliannse
sesfumsnuiinarildansaiauegunsalifudmieiihauld

12.189. @WNSORTIVADUNNTYNINLUY Real-time, ifivdayanislaud iedan1siy
winnsallaui (Incident Response) wagnTIvapudaunadld (Forensic)

12.18.10. @unsouaRINsiTouseves Suspected Behavior Traffic fifleguuszuuinietns
Wuu End-to-End

12.18.11. @1N30d1529UBEYN scanning wHnR1alANg 9 AAnTulagld algorithm iz
Tumsvinenla

12.18.12. @W1503ATILRUANTUIATBIN Data loss fiinduluszuunied sensor
Tuns detect data loss I¥ustetion lunsdfigunsaiiauslalannsnsesiu
msvhausnadasidaunsaausgUnsaifafuive livhanild

12.18.13. awnsodnseviunliuvestoya Tafic meluszuy W ol lumsmausunsueny
(Capacity Planning) w3ansivasuusednininszuy (Performance
Monitoring) ¢

12.18.14. annsavfuudsdeyan wsay (Dashboard) vesvanisailaudisng «, doya
traffic meluszuuld

12.18.15. @mnsnadiarySuusesieanu luanuue Top N v8e Applications, hosts
wagnns conversion of flow ¢t

12.18.16. @wsauanimsszuinvashiyaszuuieietisiduniwsiu (Worm Propagation)

TevTaisuwin

vauwavesnulasinsldsruuAdeedeansdeya ieuinsvudseiudny Wi 27 91 43

~




12.18.17. @unsaviusaniuseuu 3rd party vedssuuiiuduievihnsindu, $iia

Yauwan1slauR wiowen Traffic mslaudnidaiazuls

12.18.18. @3150UIMNIIANTSEIU Web Interface %3® Graphical User Interface 161

12.19. ip30eRBuRmaswIYN8ULUY Hyper Converged uay KVM 91uau 1 ssuy Sedlamuaudi

DYDY WiUWIN ¥i3RANIN A9l

12.19.1.  iA3psnuRImesusiYeila Hyper Converged dmiurudnouiainasnan

$117u 3 Node lnausiaz Node HRnuesd

gaumevosrlasimaiidsruueiotisfearsioya theuimsaudseiudns

LfJuLﬂ%aqﬂauﬁ’JLG\EJ%LL&J"ti']EJﬁQﬂEJEJﬂLL‘U‘UlfJu Hyper Converged Application
Tasane duwe 2U

dnulgUszunananalasida Intel Xeon Scalable Processor 2nd
Generation) WUy 18-Core Processor Aa§adyayinisinilaianinia
3.1 GHz wseRn1 Snnuldtssnin 2 vl
fimhomusmdnuuneliitosndt 512 GB wuu DDRG ROIMM 38 LRDIMM
WI9RNaN

fimhedaiiudeya (Capacity Storage) wuu Solid State Drive v3adninlay
fimugaevuagliifesndt 1.92 T8 drwaulaidesndn 6 wiae nyel
wémﬁmﬁmmﬁmdﬁmﬂu‘laﬁmsﬁmﬁuﬁagas&l’aﬂin (Caching Storage) I
\uamhedafiuauy Solid State Drive vi3efnin Inefivunaraugsemia
laitisanin 1.6 TB Sauuldtesndn 1 v

fdpuiousasyuuatie (Network Interface) wuu 1GbE Ethernet Luu
RJ-45 visaRndn S1uauldidesndn 4 wesn uay 10Gb SFP+ w3pfinI1 91wy
litiosnin 4 weose

# Power Supply WUy Hot Plug 38 Hot Swap guralalsinda 1,100 W
d1uru 2 e waell Cooling Fans WUy Redundant

flaa1Umenssuwuy Scale-out way Open architechture @150 Share
Data Store 19 ESXi ip3eduls
fneluladnisiiuuszansawnsdafiudioya wuu Inline Deduplication
ez Compression

fineluladlunns9in Active-Active Data Center #39n15%1 Stretch/Metro

Cluster

b

¢ L4

flgona TSy Uy Virtual Machine wuu VMware vSphere Standard
daa a n( o 2/ i () al o
wﬁmawﬁuazmmugﬂmmmuLﬂ%aau,umwu'naua
fwenAufszuuUfURNT wuu Windows Server 2019 Standard NiRvANS

warshuaugnAewmsealteiiaue

i 28:“/43/
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ﬁ‘ﬁaﬂﬁuﬁﬁﬁw@‘uaizuu Hyper Converged WUy cloud base service
Fvnaffpdndnmlils aunssas R
1) @u1sayiuNuIANISNINeINTITUUENUI (Predictive Resource
Planning) 38N
2) mmsn@ﬂ"lﬂ%’a'mw%'w&nﬂi‘umswuﬂzaLL‘U‘U Data Center, Cluster,
Host La¢ VM 38 wuu Compute, Storage, Virtual Environment
3) annsoudadanisdeusalui® lunsdifanademevesszuy
fauasalunts Update Hyper-Converged gands, Firmware lagly

< 8/
fimneaszuuld

12.19.2. a3esnadmesuidnevin Hyper Converged dmiugudnauiineidises

d1wau 1 Node Hnaudsdall

Lﬂuméaaﬂauﬁ’;ma%mhhaﬁgnaamwuL*fJu Hyper Converged Appliance
Tnglamz fdaun 2U

JvdigUssurananatsgida Intel Xeon Scalable Processor (2nd
Generation) WUy 18-Core Processor A1y aiuninalaisiinii
3.1Ghz vi3edAni1 Sruubivesnin 2 wmiae
fimbsanusmdnvunslivesnin 768 GB wuu DDR4 RDIMM 38 LRDIMM
WIRNIN |

fimisedaifiudaya (Capacity Storage) uuu Solid State Drive #3ofind
Tnefiaugdemiseliidosnia 1.92 T8 drurulidesndt 6 i Nyl
wanfausvosueldimeluladnisdaiuieyathngna (Caching Storage) 14
avevthedafiunuy Solid State Drive #3afinin laslvunmiugsieviuiy
laitfpenin 1.92 T8 sruuliitiesnin 1 vy

fpadoudoszuuiaietny (Network Interface) Wuu 1GbE Ethernet Wuu
RJ-45 y3efnin s1nulidesnin 4 wese uay 10Gb SFP+ wiadndidnuiu
laidosnin 4 wosn

1 Power Supply Wuu Hot Plug #38 Hot Swap guelaianga 1100 W
U 2 e wawdl Cooling Fans wuu Redundant

fJanUnenssunuy Scale-out waz Open architecture @131150 share Data
Store 9% ESXi w3asauls

fimeluadnsifuyszdnsamnisdaiudeya wuu Inlice Deduplication
ey Compression

fiimaluladl Active-Active Data Center ysanN1571 Stretch/Metro Cluster

sauwavsslasinsiildsruueiotiedearstoya ieuimsnudsziudn wiin 29 484 43




12.19.3.  YONAWII

b

|2 .3

deanawIssLu Virtual Machine wuu VMware vSphere Standard

;
oo £

PiifvansuarinuiugnaImLATOT B TIINEUD
flaendasszuuufuiins wuu Windows Server 2019 Standard fiflivdnd
° &/ o (1 i o
wazdnRUgNABIMNIATBTeIEUD
ﬁ%aWﬁLt’JS‘ﬁ‘lf’w@‘uaszUU Hyper Converged Wuu cloud base service
P Y a o o -1
Inaudndem i aunneudRced
1) ausaviunudanisnineinsseuualamin (Predictive Resource
Planning) #Safnin
2) awnsagmisldaunineInsvessyuuvisuuy Data Center, Cluster,
Host wag VM 138 WUU Compute, Storage, Virtual Environment
} 4 o 1 _/ QA 4 =
3) gansaudalamsdensnluli®@ lunsdiiiinnside
flauanunsaluns Update Hyper-Converged gawswas, Firmware Tngll
al b 4
fimveaszuuld

& L4

Jafudeyadrsosuuiaiion lnelinuantadel Siu 1 ga
flavdns gndewudinuni esusdvienie miheuszuiananans (CPU)
Aunauevagudrenfiamesvan (Data Center Site) uazAudraufianes
#1994 (Data Recovery Site)
annsadsewazfudogauussuu VMware vSphere lalidnfindiuau vm
dv v L4 = ' o v a a‘; o
Futuninenseaandsvesszuy nslddududesinne Agent vulAToe
AouRIMBIIaiou
ansanAudeyaluseaulnduu Guest OS NiiszuuluAnisuszan
Windows
flanuanunsn WAN Acceleration v3aifisuivin fgaeiiuauialuns
Sudsdoya Backup HuiATDINY WAN

¥ v . . A o . v -
gunsoanaug1gau (Deduplication) Wialiusn (Compression) U83ay
drsedldTnageviauiiniaue
spafuMsusmAU vSphere Web Client

ANNAUIINTIRNIIINEIUNaale (Centralize Management)

12.19.4.  sawAwinsuimsdanisssuuaudasuianesdisesdmivaeuiinesialiou

Toeflaauauddsiail 910w 1 99

aunsavi Failover VM Tudsaudnaufiameidrses iaiinaudens
fAudnouRIAR NN

anansovnnsvaaey Failover Inglidawansenusiassuuaiueng 4 la

gauwavasrlasIn st ldsruueietiedeansioya tieuinsnudseiudans v 30 w9 43

AN
oz >
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4

aunsavih Failback VM ngudnsufiamesdrsesludsgudnauiineivdn
nstlAudneniamaivaniinieulyan

AUV IVAABU Failback Inelddenansynusassuunusn o 18
ansafundiunts Jaeies VM

annsadunIssnsufiamesialiou (Virtual Machines) wiaufuldlidey
A1 25 VM

awrsanvunlefueninsalulvesiad osrsuRainesialiou (Virtual
Machines) Tfimunzaufussuuidaisnveusazauduinistoyaluwuy
Salusifuilewin Failover ¢t

a31505035UN53U pre-script wag post-script A1elu VM dmsunis
recovery fUIABNAINABS

soedulalitioandt 100 VM fidesns Protect de Site

wa o

12.19.5.  gunssinszanedygassavamessnuin 2 mbe wiaswmbelaaniBcel

YpuwavanulasinsnidsEuuestnedearsdoya eusnseuuseiudenn

fidpud sunoszuuiaio¥1e (Network Interface) wuu 10/25 Gigabit
Ethernet ¥58An21 S1uuldtiasndn 18 voq
fesdmiusostumsifousassuuiaietie (Network Interface) wuu 100
Gigabit Ethernet w3aiin31 dauauliitaenin 4 ¥eq

aduayunsyienu Layer 3 Routing Taws035uUn1sld IP Routing Protocol
oun OSPF, BGP (Justetioy

fluunuae Switching Capacity %38 Switching bandwidth gegaliitssnia
1.7 Tb/s (Terabit Per Second)

flusgdndamlunisdedoya Processing Capacity w38 Forwarding Rate
Qdﬁﬂlﬁﬁaﬂﬂ’i’l 1.2 Bpps (Billion packet per second)

5895U Switch Latency aliiifiu 800 ns (Nano Second)

A1u1501891U Link Aggregation Group Tneaunsoasy Ling Aggregation
Group 13gunsaild '

se95uN5uiu OpenFlow %38 Open vSwitch Database (OVSDB) g
VXLAN 16

3 Power Supply wuu AC WA 2 Wi wuu Redudant

ﬁ’qﬂﬂ‘sﬁi Transceiver WUU 10Gb SFP+ wazaiedgyeyies wuu LC-LC OM3
ameliitesndt 5 wes Asumusaues sssltefiduaus Tagdwau

foeliitipanin 8 Wi

e
~F )

i 31 ‘uaa/ais//A

y



1220 n3esnpuRnesuiYdmiviamigerdiissuuuivisiamsssuureuiawmesialou
WUUTIAUY 31U9U 2 9 Fellnmuand® egnvey Wisuwin vsednda Al
12201 \JuiaIssneuiimesuitie (Server) wuudasauy Rack lasiawy Aduge

Wiifiu 1U snsnsgiu EIA wiousaudeu

D

12.20.2  fiviasuszulananals (CPU) wuu 10 Core Ausiliviaenin 2.2 GHz #i5e

b

] °

AN Sunulitsenia 1 wiie

12.20.3  fivdaganudmidn (Memory) sualitieenin 64 GB w3afnia

12204  fwdedaiudeyadmsudaiudayawuu SAS 12G Anusiseulidseniy
15k rpm w3BfindnvuIaANLYetatioy 600 GB J1uiusgiey 2 iy

12.20.5 i Network Interface Wuu Gigabit Ethernet w3afini1 31uuliitionndn 4 489

12.20.6 i Power Supplies Muu1ns§Iu 80plus uaziieawenon1sldau 31U
2 mhouavsesfunisaaniUdsuiuu Hot Plug w3a Hot Swap 6

12207  fleendua$syuu Virtual Machine wuu VMware vSphere Standard fiSiavans
ATU UaENABIMINGVNNY

12208  flgensnsszuuuimsdiunandmivrouiawmesiaiiou wuu VMware vCenter
Standard fifiavavuazgniesmunguane $1uau 1 iy

12209  deansiursszuudjiin1s Windows Server 2019 Standard Edition fiavans
uazdaugniesmueisuiteTiiaus

12.21 gunsaiiafevieaiioudius (VPN) Sy 3 4o Felanand® ethales Weuwi vie

a v A
ANITPNU

12.21.1. il Throughput 989 Firewall Liivsenin 2.3 Gbps Iaslgausuiu Application
control wWiauriu

12.21.2.  5095UswWU Concurrent session asgalivasnda 1,000,000 sessions uaz
5895 new connection per second @3galiwaynda 14,000 connections
per seconds

12.21.3. il Throughput %8¢ IPS laeanin 2.3 Gbps laglgausiudy Application
control wiawfiu

12.21.4. § Throughput 284 IPSec VPN liitdpgnin 800 Mbps

12215, @ansaldu3nts Virtual Private Network (VPN) ¥iagUuy Site-to-Site uaw
Remote Access VPN Tngsasiusnunu Peer gegaliitaendi 1,500 peers

12.21.6.  s995UNSEsWALUU 3DES way AES-256 lailustiiay

12.217. §iAv&viSN15v91u Remote Access VPN wuy Clientless (browser-based) VPN

$ruruliitfosnin 200 licenses wagsasiunisvenslnlitieanin 400 license

12.21.8. §iwesn Gigabit Ethernet Ly RJ-45 3adnin Susulidesndt 12 wesn

vauwarasulasinsildsruuieietisdemsteya euinsnudseiudeny Wi 32 ve1 43



12.21.9.

12.21.10.
12.21.11.
12.21.12.
12.21.13.

12.21.14.

12.21.15.

1222 fawduiafursesmenianesiazgunsal wuud 2 (wum 42U) Snnu 149 ¢

12.22.1.

12.22.2.
12.22.3.
12.22.4.
12.22.5.

12.23 W3yl wea ® & (LED TV) wuu Smart TV Swnuliidesnin 55 17

12.23.1.
12.23.2.
12.23.3.
12.23.4.
12.23.5.
12.23.6.

12.24 \@3esreufamesdmiunuuszinana wuudl 2 9y 1 9

12.24.1.

12.24.2.

(Level) Wenfu vunalivdssnin 12 MB

NA v ¥ o ]
lunsdindesldrnuanuisalumsyszananags 91 1 ming

flwes$m Management wuu RJ-45 vi3oRnin Sruulitesnin 1 wase
afuayunsmuarmsldau Application laliitasndn 4,000 application
atfuayunis¥i Dynamic Routing wuu RIP, OSPF waiz BGP lsidusdnaiey
aduayun1InsIap Ul 1We UK U Local Database, RADIUS uaz Active
Directory (AD) %5® LDAP Iéidustiutiey

5935UN159197u High Availability wuu Active-Standby %38 Active-Active 4
Jusdraioy
HugunsaifiléSumsiuseanasguain UL wie FCC wie CSA wie CE wie EN
Juetates

anunsafadislug RACK vuie 19 ialel

vJug) Rack Unvum 19 i1 42U Tnedmnunisliitosndt 200 wudwas AW
Anlidosndn 110 wulwesuavaugelivesndt 200 wudns
naRINWANuHuARpUdINEALUUYUAIEIWi (Electro-galvanized steel sheet)
Ussguiniduimdninnzdesiluniunsgan wie ACYLIC

Faslyfa shuuliddeenin 12 999 WarsBI5U surge protection

INmaudwmsussunemnudau Lidssnin 2 M

feenmuuy LED visafnin vuislidtasnii 55 12

sEeuANAIdYANTN 1920 x 1080 Wniwa

il Aspect Ratio 16:9 \Juaghsiios
fifpadousauuy HOMI wiafnit ediey 2 Foq
ffpadousawuy USB vidernin sthuiles 1 ¥eq

anunselgruldnuuvasdngiwii 220 VAC 50Hz

Svulsusyanananais (CPU) ludasnda 6 unundn (6 core) Tnefinauisa

Fygrauuiniiugiuldtesnin 3.2 GHz wardimaluladifiudeygrauninila

wigUsEanananan (CPU) fnusausuuy Cache Memory 5asllussdu

12243, fmheusznanaiiouannn Insflandnvaregdlasgnais viednd dail
- Huuenasifieuaninmkenanurnsasdnfifivissanudivunalivey
i1 2 GB vi3®
soumavesilassnsidszuuaietisdeasieya ioudnisnussiudeny w1 33 v03 43/
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12.24.4.
12.24.5.

12.24.6.
12.24.7.

12.24.8.
12.24.9.
12.24.10.
12.24.11.
12.24.12.

- :ﬁ'v]ﬁaEJ‘LJszmaNaLﬁau,amn'lwamﬁ"'qaq'ma‘lwﬁaaﬂszmawanmq WUy
Graphics Processing Unit fianansaldmiearudmdnlumsuansnimauin
livieandn 2 GB

Smheausmdn (RAM) wiia DDRE wieRnin Svualiveunin 16 GB

fimiedafvioyavia SATA wiefind1 awmauglidesndt 2 T8 wiewila

Solid State Drive w1 aAuYliUBeNI1 480 GB §1Wau 1 e

31 DVD-RW #38/n11 $1u7U 1 wilay

fveudouraszuula3otie (Network Interface) WuU 10/100/1000 Base-T

yiseRni1 nulidsenin 1 ¥os

figpsfousa (nterface) wuu USB 2.0 wi3edninlitfaunin 3 dos

FutuRunlazund

feuamanmuualidesnin 19 § o 1 e

iauewievgunsaiusnvihsefiusnvihesldliesnd 5 9

?mé’;amw%'auﬁ'uszwﬂﬁﬁ'ams (Operating System Windows) ﬁﬁﬁmﬁwégnﬁm

AIUNHANY

12.25 gunsufumidumsdmiviansuusaluuie Suau 5 4o

12.25.1  Swesn WAN fhuniliitesndi 2 ¥eq

12252  fwedn LAN stuawliiesndt 8 deq lansdlgunsaliiauslianmsnsesiy
mshausndrldausnauegunssifiuielihauld

12.253 i Management Port #38 Console Port fdunsideusouuy RJ-45 v3o USB
Wsaeuwin

12254  a@wnsaouse LTE v3e 4G I8

12255  awnsaldeu Wireless Wmuanasgiu 802.11ac lnsfigunsalfesheuuuy
2X2 MIMO visefni

12.25.6 gunsalannsavit IPsec VPN LavseadurnusInsifeuste IPSEC throughput
I@laisndn 200 Mbps

12.25.7  $835UN15¥11 Dynamic Routing 1w OSPF uay BGP

12258  @unsavi Feature U ACL, NAT, QoS, VLAN éillusehstioy

12259  @wn30vh Zone-Based-Firewall ¢ lunsdifigunseifiausliannsasesiums
vhoudananldannsoausgUnsaifiduieliinnuld

122510 gunsaifiauerunsvagsuG BRI IURBATIANLIATEIL EC v3e EN v38 UL

vouwavssnulrsimsgilsruuedotsdomsteya Weudnmsmulssiuden wi 34 ve1 43
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ANANUINNT 1

ANANURAYBIYARINS

1 v o 1Y v o v ] 4 v 1
1. flidrerdesiamidmihfgiianudwigi Hardware uaz Software meshuszuuiaIatwdoas

4 o g <t 5 2/ 5 .
PWDALAUITITAYIUASTINOINTG Configure Software MRUNNLaTUa18N195IUvIaN1s Customize

[
v «al

ssuuipernedomsiivinnulfeneivsaviam Feauaniduied

1.1. aunsAnedusiSyeisurssfanevieauifiieates

1.2. 9ADIUNNTTUTRIRIUTEUUIAT O BULAzRUNTallATaY18 CCNA (Cisco Certified Network
Associate) idtinauusziudiuannsonseaeviudulssaunsalls nedosuanmang
Usznau

1.3. fanudpruanselumsindauasdanstussuuiededeliansadenlsuadidoutuszuy
fleguuipiosnauiiumasiuisuvesdiinnuussfudsnsildogdiuszaninm

1.4. fiuszaunsaflumsfndauasthysinwssuuiaietedoansnudaliiosndy 2 9 laedesd
wildedusesonmbenutiu q vienfdesusszaunselineuanuans

2. wminglidndenusuduseavdsudiypainsmu 4o 1 fliidnazdomermmiiureuaindriinau

@

! ° o i 1 v o/ o a v o 9 o o/ Qs
Useiuderunauaiiiunisivasuniasegntos 30 Ju wazazandumsindediinsulseiudea

QA

84l
9

v ' o a 2/ 1/ y -3 v o (J a o v ]
3 WWﬂD\nﬂL‘UWI&Jﬂ"]M?iﬂﬂ'}L‘UUﬂ'ﬁWTN‘Uﬂ 1 uavea 2IﬂﬂﬂUQ‘WUﬂizﬂuﬁ\‘iﬂNﬁWﬂqLUUHWSQWDNQﬂﬂaau

widunsunudbiign uazArlddreffetudlidazdioatufiulinveuviavun

vouwsvpulasInsEszuuiaietiedoansteya ieuinsnuuseiudern i 35 v8a 41/
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ANANUINT 2
a o 1 v o dy a & a 1 4 v
C‘ﬂi’]ﬂLL’dﬂ\ﬁ']EJa%LE)EJWUENﬁﬂ']uVl‘WU’JEN']UIULW]E%?NWJQV]W@W]QWQLﬂia‘lﬂﬂﬁaﬂqﬂlﬂu‘,a
H sl 5| el g3 38| _|s5|8]z8
iU MaRIIaMIIBIL 5 ;4 ;4 & g a §~ 2e g 3 e ; &

¢ TR ° o I T T = | % |3

2 - N % B 3¢ e g

7 s | 22|32 |¢8

NN
1 Aninalug) uuny3 2190 2 1 1 1 1 2 4
2 ﬂwﬁmwnqqmwumunswmv‘fuﬁ 1 24 1 1 6 1 1 2
3 dqﬁ’mnuns‘qmwumunswmv’wﬁ 2 24 1 1 6 1 1 2
4 ?hﬁm'mnvmwumunswmv{uﬁ 3 24 1 1 1 1 2
5 zhﬁm'mnqamwumunswmv‘fuﬁ‘ 4 24 1 1 6 1 1 2
p ﬁﬂﬁnﬂun'gwwuwmﬂswwﬁuﬁ 5 24 1 1 6 1 1 2
7 dﬁinnunqamwumunswwﬁuﬁ 6 24 1 1 6 1 1 2
8 ehﬁm1un§awmumunswm‘ﬂruﬁ 7 24 1 1 6 1 1 2
9 ehﬁ’nnuns‘qmwumuﬂsL'um‘mﬂ 8 24 1 1 16 1 1 2
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