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Privacy Notice 

For e-Receipt System (ERC) 

 

1. Scope of Privacy Notice 

 
This document serves as the Privacy Notice for the e-Receipt System (ERC), which 
functions as the data controller under the Personal Data Protection Act. This Privacy 
Notice describes the collection and use of personal data belonging to data subjects 
within the scope and objectives of the e-Receipt System (ERC). 

Contact Details of the Data Controller and Data Protection Officer: 

Social Security Office (“SSO”) 

Address: 88/28 Moo 4, Tiwanon Road, Talad Kwan Sub-district, Mueang District, 
Nonthaburi Province 11000, Telephone: 0 2956 2345, Email: saraban@sso.go.th 

 
This Privacy Notice applies to data subjects who are employers, insured persons, and 
internal staffs of the SSO. 
 

 
Under this Privacy Notice, the following definitions apply:  
 
"Processing" means any operation performed on the personal data of data subjects, 
including collection, use, storage, disclosure, and deletion of personal data. 
 
"Lawful basis" means the necessary reasons for processing personal data under 
Section 24 and special conditions for processing sensitive data under Section 26 of 
the Personal Data Protection Act. 
 
In cases where data subjects provide personal data of third parties, such as family 
member data, emergency contact data, and reference persons, etc., please ensure 
that data subjects inform such persons of the details according to this Privacy Notice, 
and in some cases, data subjects may need to obtain consent from such persons to 
enable SSO to process the personal data of these third parties. 

 
This Privacy Notice may be reviewed and updated as will be notified to data subjects 
through appropriate communication channels. 
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2. Types of Collected Personal Data 
 

SSO collects the following types of personal data from data subjects: 
● Identity data such as first name-surname, national identification number, 

signature, etc. 
● Employment data such as department/division/section, job position, 

organization name, etc. 
● Address and contact data such as telephone number, email, etc. 
● IT data such as username/password, types of system users , etc. 
● Financial data such as employer account number, etc.  
● Transaction data such as check number, etc.  
● Social security data such as contribution amount, payment amount, insured 

person type, etc.  
● Supporting documents such as payment evidence documents, electronic 

certificates, etc. 
 

3. Channels for Collecting Personal Data 
 

SSO collects personal data from data subjects directly through the following processes 
or channels: 

● When receiving documents directly from you through mail; 
● When receiving data in electronic format directly from you or through data 

entry via e-Receipt System (ERC). 
 

Additionally, SSO may collect additional data from external organizations, including: 
● Private organizations, namely Counter Service Company Limited; 
● Financial institutions and banks. 

 
4. Use of Personal Data 

 
The use of personal data belonging to data subjects is for operations according to the 
objectives of the e-Receipt System (ERC), which can be divided into activity groups 
as follows: 

 

Activity Group Types of Personal Data Lawful Basis 

Report Generation and 
Issuance of Receipt  
[ROP ID: ERC07] 

● Identity data 
● Social security data 

● Financial data 
 

● Legal obligation 

Data Import into the 
System  
[ROP ID: ERC01, 
ERC08] 

● Identity data 
● Employment data 
● Supporting documents 

● Legal obligation 
● Contract 

System Usage 
Logging  
[ROP ID: ERC09] 

● Address and contact 
data 

● IT data 
● Social security data 

● Legal obligation 
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Activity Group Types of Personal Data Lawful Basis 

Data Retrieval and 
Receipt Printing  
[ROP ID: ERC11, 
ERC13] 

● Identity data 
● Employment data 
● Supporting documents 

● Legal obligation 

User Registration and 
Log in 
[ROP ID: ERC02, 
ERC03, ERC10, 
ERC12] 

● Identity data 
● Employment data 
● Address and contact 

data 
● IT data 

● Contract 

Receipt Data Display  
[ROP ID: ERC04, 
ERC05, ERC06] 

● Identity data 

● Employment data 
● Financial data 
● Social security data 
● Transaction data 

● Legal obligation 

System Testing  
[ROP ID: ERC14] 

● Identity data 
● Employment data 
● Address and contact 

data 
● IT data 
● Financial data 
● Transaction data 
● Social security data 
● Supporting documents 

● Public task 

 
SSO will process personal data of data subjects only for the stated objectives. In cases 
where SSO needs to process data subjects' data for other purposes unrelated to the 
original objectives, and such processing cannot rely on other processing bases, SSO 
will notify data subjects or seek consent from data subjects for processing personal 
data for new purposes. 

 
5. Sharing Personal Data with External Organizations 

 
Under the scope and objectives of processing according to this Privacy Notice, SSO 
may have the necessity to send or disclose personal data of data subjects to external 
organizations as follows: 

● Private organizations such as business establishments. 
 
In cases where personal data is sent or disclosed to external organizations, SSO will 
proceed only as necessary by sending or disclosing the minimum amount of data 
under the principles of personal data protection law, and may consider using 
anonymization and pseudonymization methods to maintain data security. Additionally, 
external organizations that process personal data for SSO must establish appropriate 
personal data protection policies, and SSO will not allow such external organizations 
to use data subjects' data for any purposes other than those specified by SSO. 
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6. Transfer of Personal Data to Foreign Countries 
 

Under the scope and objectives of processing according to this Privacy Notice, SSO 
has no necessity to send or transfer personal data of data subjects to foreign countries. 

 
7. Security Measures for Personal Data Protection 

 
SSO has implemented appropriate security measures for the personal data of data 
subjects, including establishing policies and practices for maintaining information 
security, as well as building awareness of responsibility for personal data security 
among personnel, as follows: 

● Data backup and testing to prevent loss of personal data, including backup 
data, backup frequency, media used, storage location, storage methods, 
and usage procedures; 

● Malware protection to prevent loss of personal data; 
● Classification of confidentiality levels to prevent unauthorized access to 

personal data; 
● Procedures for receiving, processing, and storing personal data according 

to confidentiality levels; 
● Separation of systems containing important personal data from other 

systems, including access control measures for operating systems and 
networks; 

● Procedures, frequency, and responsible parties for destroying personal data 
to prevent unauthorized destruction of personal data and ensure that 
unused personal data is safely destroyed and cannot be recovered; 

● Registration procedures with notification of usage objectives, identity 
verification, and access rights control limited to necessity, to prevent 
unauthorized use, modification, and editing of personal data in information 
systems; 

● Designation of responsible parties for correcting personal data, requiring 
corrections only as necessary, and recording details of personal data 
corrections, such as approval from authorized personnel, recording 
changes, and notifying affected parties; and 

● Confidentiality agreements for personal data and measures for exchanging 
personal data with external organizations to prevent unauthorized 
disclosure of personal data. 
 

External organizations that process personal data for SSO must agree to maintain the 
security of data subjects' personal data and operate according to SSO's security 
standards. 
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8. Retention Period for Personal Data 
 

SSO will store personal data of data subjects for the period necessary to carry out 
operations according to the objectives of the e-Receipt System (ERC), including other 
necessary operations such as budget operations, accounting and finance, legal duties, 
accounting, human resources management within the organization, and various 
monitoring and auditing activities. (For detailed information on personal data retention 
periods, system operation and maintenance activity groups, and public relations 
activity groups, please refer to: https://eoffice.sso.go.th/d/c145c4a4) 

 
9. Rights as Personal Data Subject 

 
Under the Personal Data Protection Act, data subjects have the following rights: 

● Right to withdraw consent in cases SSO requests consent from data 
subjects to process their personal data; 

● Right to access personal data where data subjects can request copies of 
their personal data and verify whether SSO has processed data subjects' 
data in accordance with the law; 

● Right to data portability in cases where SSO provides a platform that allows 
data subjects to access their personal data automatically:  

o Data subjects can request that their personal data be sent or 
transferred to other organizations automatically; 

o Data subjects can request to receive personal data SSO sends or 
transfers to other organizations directly, except when technically 
impossible; 

● Right to object to data processing where data subjects can object when SSO 
processes data subjects' data under the following processing bases and/or 
objectives: 

o Public task basis or legitimate interest basis, except for important 
legal reasons that override; 

o For purposes related to scientific, historical, or statistical research, 
except when necessary for carrying out public interest missions of 
SSO; 

● Right to erasure of personal data where data subjects can request deletion, 
destruction, or anonymization of their personal data in the following cases: 

o When personal data is no longer necessary for processing purposes; 
o When data subjects withdraw consent for processing personal data 

and SSO has no legal processing basis; 
o When data subjects object to processing personal data; 
o When data subjects' personal data is processed unlawfully; 

● Right to restriction of processing where data subjects can request restriction 
of use of their personal data in the following cases: 

o During verification periods when data subjects request correction of 
personal data; 

o When personal data should be deleted or destroyed, but data 
subjects request restriction instead; 
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o When personal data is no longer necessary for retention according 
to objectives, but data subjects need it for establishing, exercising, 
or defending legal claims; 

o During verification or investigation periods for objection requests 
from data subjects; and 

● Right to rectification of personal data where data subjects can request 
corrections when their personal data is inaccurate, incomplete, or outdated 
to ensure their personal data is accurate, complete, and current. 

In some cases, SSO may not be able to act upon data subjects' requests, such as 
when legal proceedings or court orders are in progress. 

In cases where data subjects have given consent for processing personal data, data 
subjects can withdraw such consent at any time by contacting the relevant department. 
SSO will cease processing such data as soon as possible. The withdrawal of consent 
will apply to future processing but will not affect the processing of personal data that 
has already been carried out. 

When data subjects wish to exercise the above rights or have complaints regarding 

personal data processing, please contact the Personal Data Protection Officer. SSO 

will promptly process data subjects' requests in accordance with legal requirements. 

In cases where SSO refuses to act upon data subjects' requests, data subjects have 

the right to file complaints regarding personal data protection as provided by law with 

the Personal Data Protection Committee Office. 

 

10. Review and Update of Privacy Notice 
 

This document is the Privacy Notice of the e-Receipt System (ERC), last updated on 
May 30, 2025. SSO reserves the right to review and update this policy as deemed 
appropriate, and will notify data subjects of changes to this Privacy Notice accordingly. 
 


